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Cybersecurity Risks in Arbitration

Why They Are Important?

1

How to Recognize Cybersecurity Risks?

How Common They Are?

How to Prevent Cybersecurity Attacks?

Way Forward?
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Importance of Cybersecurity in 
International Arbitration 

• Definition: Protection of digital data from theft, misuse and damage

• Problem: Arbitration proceedings are attractive targets for cyberattacks

• Key aspects: Confidentiality, data transmission, emerging technologies

• Targets: Parties, lawyers, arbitrators, tribunal secretaries, arbitral institutions, witnesses, 
supporting vendors

• Consequences: Business risks, private data leaks, criminal activities, national security threats

http://www.queritius.com/


4
www.queritius.com      |

www.queritius.com      | 4

Importance of Cybersecurity in 
International Arbitration 

BCLP

http://www.queritius.com/
https://www.bclplaw.com/en-US/events-insights-news/bclp-arbitration-survey-2023.html
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Importance of Cybersecurity in 
International Arbitration 

Queen Mary

http://www.queritius.com/
https://www.qmul.ac.uk/arbitration/research/2021-international-arbitration-survey/
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Cybersecurity Threats in International 
Arbitration

Confidential communication

Written submissions      

Document exchange

Audio and video recordings

Virtual hearings and meetings 

External Risks

Internal Risks SabotageHuman error

Phishing 
attempts

Malware and 
ransomware

Theft of 
equipment

Public Wi-Fi 
networks

Unsecured 
USB drives

Visual hacking
Outdated 
software
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Cybersecurity Attacks in International 
Arbitration

• The South China Sea Arbitration (PCA website attack in 2015)

• Caratube v. Kazakhstan II (ICSID Case No. ARB/13/13)

• ConocoPhillips v. Venezuela (ICSID Case No. ARB/07/30)

• Libananco Holdings Co. Limited v. Republic of Turkey (ICSID Case No. ARB/06/8)

• Gela Mikadze et al. v. Ras Al Khaimah Investment Authority et al. (SCC Case No. V 2018/021)

http://www.queritius.com/
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Initiatives to Reduce Cybersecurity Risks 
in International Arbitration

• IBA Cybersecurity Guidelines (2018)

• ICC Leveraging Technology for Fair, Effective and Efficient International Arbitration Proceedings (2022)

• ICCA-NYC Bar-CPR Protocol on Cybersecurity in International Arbitration (2022)

http://www.queritius.com/
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Practical Tips to Reduce the 
Cybersecurity Risks

•Preliminary risk assessment
• Internal cybersecurity protocols
•Cybersecurity clauses

Pre-arbitration phase

•Cybersecurity due diligence
•Agreed measures (procedural orders or separate protocols)
•Expert instructions
•Terms of engagement of service providers
•Organizational checklists for virtual hearings

Arbitration

•Document destruction
•Encrypted archiving

Post-arbitration phase

RECOMMENDATIONS

Antivirus software

Encryption

Multi-factor authentication

Remote access protocols

Communications security

Confidentiality clubs

Audit logs

Anonymization

Backup and recovery procedures

Emergency response plans

http://www.queritius.com/
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Cybersecurity Risks in Arbitration

1

THANK YOU FOR YOUR ATTENTION!

Dragana Nikolić

dragana.nikolic@queritius.com

http://www.queritius.com/
https://queritius.com/
https://www.linkedin.com/company/queritius/
https://www.facebook.com/Queritius/
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